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 n Despite deep reforms of the U.S. 
intelligence community (IC) post-
9/11, much more remains to be 
done to keep Americans safe.

 n Over the past seven years, the IC 
failed to predict the Arab Spring, 
al-Qaeda’s resurgence, Putin’s 
adventurism, China’s aggres-
siveness, and multiple terrorist 
attacks on the U.S.

 n The intelligence failures sur-
rounding the Arab Spring were 
especially important, since the IC 
had not understood the impli-
cations of seismic shifts in the 
strategic landscape, suggest-
ing that there are serious prob-
lems with the analytical side of 
the community.

 n The need for reform is made more 
urgent by the increasingly com-
plex environment—dominated by 
violent non-state Islamic extrem-
ists; anti-status-quo states China, 
Russia, and Iran; and a weak-
ened or alienated set of partners 
around the globe on which the 
U.S. must depend for support in 
dealing with these threats.

 n The IC must become an enter-
prise that can constantly learn 
from, and adapt to, a highly vola-
tile environment.

Abstract
Despite significant post-9/11 reforms, the U.S. intelligence com-
munity (IC) is still not as effective as it could—and should—be. As 
soon as the 2004 Intelligence Reform and Terrorism Prevention Act 
passed, security experts warned that the act had not fully dealt with 
the challenges facing the IC. The critics pointed to lack of strategic 
analysis, politicization of intelligence, and the difficulties that the IC 
has learning from failures. The need for reform is made more urgent 
by the increasingly complex national security environment that the 
United States is facing, dominated by violent non-state Islamic ex-
tremists; anti-status-quo states China, Russia, and Iran; and weak-
ened or alienated allies and partners around the globe on which the 
U.S. must depend for support in dealing with these threats and chal-
lenges. There are also well-grounded fears that this situation will be 
the “new normal” for at least the next decade. The IC must, therefore, 
become the kind of federated enterprise—organizationally, analyti-
cally, and culturally—that can constantly learn from, and adapt to, 
this highly volatile environment.

The Current Situation
Despite the deep reforms of the u.s. intelligence community 

(IC) carried out after 9/11, including the creation of the Director 
for National Intelligence (DNI) and the National Combatting ter-
rorism Center (NCtC), there is widespread agreement that more 
remains to be done. this is not a new thought. Before the ink was 
dry on the 2004 Intelligence Reform and terrorism Prevention 
Act (IRtPA), there were warnings from insiders as well as outside 
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experts that the law had not fully dealt with the 
challenges facing the IC. the critics pointed to the 
anomalous position of the DNI, a neglect of strategic 
analysis, accusations of the politicization of intelli-
gence, and the difficulties that the IC has with fail-
ure, learning, and adaptation, as signs that all was 
not well within the IC.

A series of stumbles over the past seven years 
have given credence to the red flags raised by these 
experts. In quick succession, the IC failed to predict 
the so-called Arab spring, the resurgence of al-Qae-
da,1 the adventurism of Putin, the aggressiveness of 
China,2 and a number of terrorist attacks on the u.s., 
from the Detroit “underwear bomber” to the san 
Bernardino massacre.3 the intelligence failures sur-
rounding the Arab spring were especially important, 
since the IC had not understood the implications 
of an entire series of seismic shifts in the strategic 
landscape, suggesting that there are serious prob-
lems with the analytical side of the community. It is 
noteworthy that the community’s intelligence col-
lection—clandestine and open source—appears not 
to have focused on the deeper questions of regime 
stability and the underlying causes for the Arab 
spring. In this Backgrounder, the focus will remain 
on analysis and improvements to the analytic 
aspects of the IC.

the need for reform is made more urgent by the 
increasingly complex national security environ-
ment that the united states is facing, one that is 
dominated by violent non-state Islamic extremists; 
anti-status-quo states China, Russia, and Iran; and 
a weakened or alienated set of allies and partners 
around the globe on which the u.s. must depend for 
support in dealing with these threats and challenges. 
there are also well-grounded fears that this situ-
ation will be the “new normal” for at least the next 
decade. the IC must, therefore, become the kind of 
federated enterprise—organizationally, analytically, 

and culturally—that can constantly learn from, and 
adapt to, this highly volatile environment in order to 
better support decision makers.

Defining the Problem Set
Before presenting potential solutions to the seri-

ous challenges that exist within the intelligence com-
munity, it is important to carefully describe the spe-
cific structural, analytical, and cultural issues that 
must be reformed if the community is to be made 
ready to deal with the new security environment.

Structural Challenges. there are two main 
structural challenges confronting the IC, each of 
which seems to contradict the other.

A Powerless DNI and Bureaucratic Bloat: Too 
Much Centralization or Too Little? the current orga-
nizational structure of the IC is dominated by 17 
diverse agencies, with the DNI as the nominal head. 
there are also a few mission-organized units, such 
as the NCtC, that bring together intelligence profes-
sionals from all the agencies with their own organi-
cally grown workforce to address specific areas of 
concern. Criticisms of this structure have come 
from two completely different directions, with some 
experts arguing that the DNI has too little power, 
while others argue that there is already too much 
centralization and bureaucracy in the IC. these two 
criticisms are not mutually exclusive.

A number of observers and experts have noted 
that the Director of National Intelligence lacks any 
real control over the IC. unlike the secretary of state 
or secretary of Defense, the DNI does not oversee 
his entire domain, nor do the various agencies, other 
than the CIA, report directly to him. the DNI also 
cannot dictate to the heads of the CIA or Defense 
Intelligence Agency (DIA) in the way that the sec-
retary of Defense, for instance, can issue orders 
to combatant commanders. this is an authorities 
issue, bureaucratic problem, and personality chal-

1. Michael Morell, The Great War of Our Time: The CIA’s Fight Against Terrorism—From al Qa’ida to ISIS (New York: Twelve, 2015), p. 180.

2. For both failures: Mark Hosenball, Phil Stewart, and Matt Spetalnick, “Exclusive: Congress Probing U.S. Spy Agencies’ Possible Lapses on 
Russia,” Reuters, October 8, 2015, http://www.reuters.com/article/us-mideast-crisis-intelligence-exclusive-idUSKCN0S20CZ20151008 
(accessed May 9, 2016).

3. See, among many sources, Peter Baker and Carl Hulse, “U.S. Had Early Signals of a Terror Plot, Obama Says,” The New York Times, 
December 29, 2009, http://www.nytimes.com/2009/12/30/us/politics/30obama.html?_r=1&hp (accessed May 9, 2016); Karen DeYoung 
and Anne E. Kornblut, “Times Square Suspect’s Movements Raise Questions About Holes in Antiterror System,” The Washington Post, 
May 5, 2010, http://www.washingtonpost.com/wp-dyn/content/article/2010/05/04/AR2010050405357.html (accessed May 9, 2016); and 
Mark Viser, “House Panel Details Failures in Run-Up to Marathon Attack,” The Boston Globe, March 26, 2014, http://www.bostonglobe.com/
news/nation/2014/03/26/congressional-report-details-intelligence-failures-prior-marathon-bombings/P1EJ4eGWdvt1K809brQ5VO/story.
html (accessed May 9, 2016).
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lenge combined. the IRtPA sets out the position of 
DNI as one that would coordinate and encourage 
cooperation, rather than a “command” position like 
the secretary of Defense.4 And while the Director 
of Central Intelligence should report directly to the 
DNI, the powerful and independent-minded leader-
ship and bureaucracy of the CIA reportedly resented 
the intrusion of another layer of administration into 
their affairs and have fought against DNI attempts to 
assert his legal authority.5 In addition, the personali-
ties of the DNI and President matter: A determined 
leader might be able to use his authorities to enforce 
more unification of effort but only if supported by 
the President.

the problems created by the anomalous position 
of the DNI are legion: there is no central hub that 
can enforce change throughout the IC, make the 
entire community more adaptable, or root out and 
fire bad managers and leadership. the DNI must 
be prepared to exercise the firing authority often 
in tandem with the head of the Department where 
the poor performance is observed. If the President 
wants to enquire about issues handled by multiple 
agencies, the President can turn to the DNI, but 
obtaining an answer requires strong White House 
backing for the DNI as opposed to the DNI resting 
on relatively weak authorities in law or policy to 
push IC elements for answers.

For some observers, this is a feature, not a bug, 
since they worry about too much centralization 
within the IC rather than too little.6 the intelligence 

community’s bureaucracy, in their view, presents a 
serious challenge to sound and independent analysis 
and the creation of the DNI position has only com-
pounded this problem. these experts point out that 
there are too many layers of management within the 
CIA in particular, creating unnecessary bureaucrat-
ic hurdles for intelligence professionals and separat-
ing the writers of intelligence products from their 
customers by as many as eight distinct managerial 
levels.7 In their opinion, adaptation and learning 
must come from multiple directions, and the rela-
tively loose control of the DNI allows each agency to 
find the best way forward for dealing with the myri-
ad challenges confronting the u.s.

Organized for Individual Missions, Not Coop-
eration. Despite the relative weakness of the DNI, 
there is no doubt that the creation of this office has 
facilitated better, though not perfect, collaboration 
and cooperation between the other 16 agencies that 
make up the IC. At the same time, the new bureau-
cratic layer did not deal with the disparate organi-
zational structures within each of the intelligence 
community’s constituent parts. Every agency cre-
ates subdivisions according to what its leadership 
feels best fits its own mission, rather than working 
together to create an overall structure that would 
facilitate cooperation throughout the community.8 
Even the recent reorganization by John Brennan of 
the CIA, while integrating the analytical and opera-
tional sides of that agency, does not seem to take into 
consideration the need to cooperate with other insti-

4. U.S. Department of Justice, “The Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA),” Public Law 108–458, December 17, 2004, 
http://it.ojp.gov/PrivacyLiberty/authorities/statutes/1282 (accessed May 10, 2016).

5. See, for instance, the fight between DNI Admiral Dennis Blair (ret.) and DCI Leon Panetta, which seems to have ended in the victory of the CIA 
over the DNI. Marc Ambinder, “The Real Intelligence Wars: Oversight and Access,” The Atlantic, November 18, 2009, 
http://www.theatlantic.com/politics/archive/2009/11/the-real-intelligence-wars-oversight-and-access/30334/ (accessed May 10, 2016), 
and David Ignatius, “Dennis Blair Erred—But He Had an Impossible Job,” The Washington Post, May 20, 2010, 
http://voices.washingtonpost.com/postpartisan/2010/05/dennis_blair_erred_--_but_he_h.html (accessed May 10, 2016).

6. Most cogently expressed by Richard Posner, Uncertain Shield: The U.S. Intelligence System in the Throes of Reform (Lanham, MD: Rowman & 
Littlefield, 2006), especially pp. 17, 64, and 67.

7. Richard L. Russell, Sharpening Strategic Intelligence: Why the CIA Gets It Wrong and What Needs to Be Done to Get It Right (Cambridge: 
Cambridge University Press, 2007), pp. 151–152.

8. This is apparent from a quick perusal of the public organization charts of intelligence agencies: Central Intelligence Agency, “About CIA: 
CIA Organization Chart,” https://www.cia.gov/about-cia/leadership/cia-organization-chart.html (accessed May 10, 2016), and National 
Reconnaissance Office, “NRO Organization,” http://www.nro.gov/about/nro/orgchart.html (accessed May 10, 2016). For the NSA, see Marc 
Ambinder, “An Educated Guess About How the NSA Is Structured,” The Atlantic, August 14, 2013, http://www.theatlantic.com/technology/
archive/2013/08/an-educated-guess-about-how-the-nsa-is-structured/278697/ (accessed May 10, 2016), and Ellen Nakashima, “National 
Security Agency Plans Major Reorganization,” The Washington Post, February 2, 2016, http://www.washingtonpost.com/world/national-
security/national-security-agency-plans-major-reorganization/2016/02/02/2a66555e-c960-11e5-a7b2-5a2f824b02c9_story.html 
(accessed May 10, 2016).
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tutions.9 the result is that there are only a few issues, 
such as counterterrorism, where cross-agency coop-
eration is fully supported by organizational design 
and structure.

Analytical Challenges. Perhaps the most seri-
ous problems confronting the IC are those related 
to analysis—the core function for most of the com-
munity. the challenges come from many differ-
ent directions and include pressures to maintain 
consensus, a failure to encourage the development 
of real subject-matter expertise, a neglect of open-
source materials, and a strategic analysis gap.

Lack of Diversity in Analysis. the widely studied 
problems of groupthink, confirmation biases, and 
cultural norms have all had their role in limiting how 
intelligence analysts have perceived and described 
problem sets.10 the group-style of writing all prod-
ucts makes these problems a critical threat to dis-
senting opinions and alternative viewpoints from 
the lowest to the highest levels of the IC. there are 
also a few additional issues, the result of the specific 
circumstances under which intelligence profession-
als must work, that might impose greater uniformi-
ty on analysis than the data supports. the ongoing 
investigation into allegations of intelligence-analy-
sis manipulation at Central Command’s intelligence 
shop, for instance, has exposed the problem of a 
preferred “narrative” that analysts were pressured 
to maintain.11 It has even been alleged that manag-
ers altered finished products, and that analysts’ jobs 
were threatened if the analysts did not toe the party 
line. the problem of potential politicization, then, 
whether directly by an Administration or by manag-

ers eager to please their political leadership, remains 
a serious one. Another IC-specific challenge is cre-
ated by the need for consensus when writing the 
intelligence community’s premier products, such as 
a National Intelligence Estimate (NIE). this might 
lead to a less than full exposure and discussion of 
objections to received wisdom or the downplaying of 
alternative viewpoints.

Failure to Encourage Expertise. Personnel and 
promotion incentives within the IC encourage gen-
eralization rather than specialization and can hin-
der the development of real area, or subject-matter, 
expertise.12 there are, in addition, no incentives to 
discourage analysts from changing subjects fre-
quently, preventing them from ever having enough 
time and study to become experts on any one topic.13 
Richard Russell describes the almost palpable dis-
dain held by managers at the CIA for PhDs, and the 
lack of encouragement to hire new analysts with 
doctorates.14 While there is certainly a need for gen-
eralists in the IC,15 the current career expectations 
discourage the formation of internal experts and 
force agencies to rely on external subject-matter 
experts.16 this is a serious issue for the new chal-
lenges that the u.s. faces in little-studied regions of 
the Muslim-majority world, since there are relative-
ly few such subject-matter experts for the IC to rely 
upon and many of them, for ethical or political rea-
sons, will not work with the IC.

An Open Source-Classified Divide. the IC natu-
rally prizes classified intelligence and prioritizes it 
over other sorts of information. After all, if intelli-
gence professionals simply read newspapers or other 

9. “CIA Director John Brennan Announces Major Reorganization to Address Intelligence ‘Gaps,’” Associated Press, March 6, 2015, 
http://www.foxnews.com/us/2015/03/06/cia-director-john-brennan-announces-major-reorganization-to-address.html 
(accessed May 10, 2016).

10. Gregory F. Treverton, Intelligence for an Age of Terror (Cambridge: Cambridge University Press, 2009), pp. 161–162, and Rob Johnston, “Analytic 
Culture in the U.S. Intelligence Community: An Ethnographic Study,” Center for the Study of Intelligence, 2005, pp. 21–25.

11. Shane Harris and Nancy A. Youssef, “Exclusive: 50 Spies Say ISIS Intelligence Was Cooked,” The Daily Beast, September 9, 2015, 
http://www.thedailybeast.com/articles/2015/09/09/exclusive-50-spies-say-isis-intelligence-was-cooked.html (accessed May 10, 2016).

12. Gregory F. Treverton and C. Bryan Gabbard, “Assessing the Tradecraft of Intelligence Analysis,” RAND, 2008, p. 7, 
http://www.rand.org/content/dam/rand/pubs/technical_reports/2008/RAND_TR293.pdf (accessed May 10, 2016).

13. A constant complaint about the IC. See, for instance, Frederick P. Hitz, “Not Just a Lack of Intelligence, a Lack of Skills,” The Washington Post, 
October 21, 2001, p. B3.

14. Russell, Sharpening Strategic Intelligence, p. 124.

15. Stephen Marrin, Improving Intelligence Analysis: Bridging the Gap Between Scholarship and Practice (London: Routledge, 2011), pp. 67, et seq.

16. Treverton and Gabbard assume that this is inevitable and will continue into the future, since “[g]iven the demands of current business, there 
simply is no time to ‘train up’ an analyst on a new, current, hot-button issue with any serious depth.” Treverton and Gabbard, “Assessing the 
Tradecraft of Intelligence Analysis,” p. 31.
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published sources to gather information, how would 
they differ from outside experts or reporters? But 
this natural tendency is unhelpful when it leads to 
neglect, or even downplaying, of the value of open-
source materials.17 this is especially troubling when 
dealing with non-state actors like al-Qaeda and IsIs, 
which put out a great deal of public information 
about their plans, objectives, and even failings. the 
terrorists’ decisions to use twitter, telegram, and 
other social media, as well as to publish biographies 
of members, demonstrate that open source can also 
be a rich source of detailed information about jihad-
ist groups, one that the IC, by discounting unclassi-
fied material, may be failing to fully exploit.

Strategic Thinking Lapses. the IC, driven by 
the demands of its customers as well as the com-
munity’s own hierarchy of importance, engages 
mostly in short-term, tactical analysis and think-
ing, rather than strategic and long-term consider-
ation.18 Although it seems reasonable that current 
intelligence must be the focus of the majority of the 
IC’s analytical work, neglecting longer-term stra-
tegic analysis can create key vulnerabilities by de-
emphasizing strategic warning, forecasting, and 
prediction. One exception to this general problem 
is Global Trends, produced by the National Intelli-
gence Council every four years.19 However, this pub-
lic document, which analyzes likely developments 
in national security issues over the succeeding two 
decades, is apparently a stand-alone product that 
might have little influence on analysis within the IC. 
No publicly released NIE, for instance, has ever cited 
Global Trends in its analysis or conclusions. In addi-
tion, a look at Global Trends documents since the 
publication’s inception in 1997 shows a clear focus 

on current challenges and a bias toward straight-
line assumptions about future developments.

Cultural Challenges. Cultural problems can 
seem even more intractable than analytical chal-
lenges, since they are “baked into” the very essence 
and structure of institutions. In the IC, two cultural 
issues in particular have prevented the community 
from being an adaptable and learning organization.

Fear of Failure. With the caveat that there have 
indeed been actual intelligence failures, it is also 
true that the intelligence community is often the 
whipping boy for national security policy mistakes. 
It is far too easy for policymakers and political lead-
ership to blame errors of judgment and policy on the 
IC rather than take responsibility for their own fail-
ings. the result is that the entire IC, and the CIA in 
particular, has developed a well-founded fear of fail-
ure and, consequently, of being blamed by the public 
and policymakers. this can lead to a number of seri-
ous problems, including risk aversion and an analyt-
ical tendency to overcompensate for previous errors 
by going too far in the other direction with subse-
quent assessments.20 In addition, the CIA’s response 
in 2013 and 2014 to the senate detainee report 
shows that CIA leadership will go to great lengths to 
avoid being “stuck” with the blame for actions that 
are later called into question or outright discredited, 
a tendency perhaps sparked by the Church Commit-
tee process of the 1970s.21

Problems with Learning. Mistakes should be 
opportunities for learning, but—despite some posi-
tive examples of learning and adaptation, best exem-
plified by george tenet’s reform efforts during the 
1990s and the lengthy process undertaken after 9/11—
the IC as a whole has great difficulty looking at fail-

17. Jennifer E. Sims, “Understanding Ourselves,” in Jennifer E. Sims and Burton Gerber, eds., Transforming U.S. Intelligence (Washington, DC: 
Georgetown University Press, 2005), pp. 37–39.

18. Noted by Russell, Sharpening Strategic Intelligence, pp. 136, et seq. The problem of too great a focus on short-term, tactical issues is mentioned 
by intelligence professionals themselves in Rob Johnston, “Analytic Culture in the U.S. Intelligence Community,” p. 15, and Treverton and 
Gabbard, “Assessing the Tradecraft of Intelligence Analysis,” p. 11.

19. Office of the Director of National Intelligence, “National Intelligence Council,” 
http://www.dni.gov/index.php/about/organization/national-intelligence-council-global-trends (accessed May 10, 2016).

20. This latter issue is one of the main points of John Diamond’s book The CIA and the Culture of Failure: U.S. Intelligence from the End of the Cold War 
to the Invasion of Iraq (Stanford: Stanford University Press, 2008). For an internal acknowledgement of this important problem, see Central 
Intelligence Agency, “Remarks by Deputy Director for Operations James L. Pavitt at the Foreign Policy Association,” June 21, 2004, 
http://fas.org/irp/cia/product/ddo_speech_062404.html (accessed May 10, 2016).

21. Mark Mazzetti and Carl Hulse, “Inquiry by C.I.A. Affirms It Spied on Senate Panel,” The New York Times, July 31, 2014, 
http://www.nytimes.com/2014/08/01/world/senate-intelligence-commitee-cia-interrogation-report.html?_r=0 (accessed May 10, 2016), 
and Jason Leopold, “The Google Search that Made the CIA Spy on the US Senate,” Vice News, August 12, 2015, 
http://news.vice.com/article/the-google-search-that-made-the-cia-spy-on-the-us-senate (accessed May 10, 2016).
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ures objectively and making adjustments to prevent 
mistakes in the future.22 It is also unclear whether 
there is an institutionalized learning process for 
the IC, one that would capture lessons learned from 
both successes and failures and pass them on to 
future generations of operators and analysts.

A Strategic Vision for the Intelligence 
Community

this set of challenges requires a series of deep 
reforms, not just one or two small tweaks to the 
community. Overall, the basic concept for reform is 
to help create a more flexible and adaptable institu-
tion that can evolve with the changing national secu-
rity situation rather than requiring serious reforms 
every decade or so. this Backgrounder offers pro-
posals to do this by creating stronger leadership for 
the IC while streamlining the bureaucracy, and by 
encouraging a good balance of cooperation, diversity 
of views, and learning by intelligence professionals 
throughout the entire community.

Meeting the Structural Challenges.
Overhauling the Bureaucracy. While the ODNI 

has improved cooperation and collaboration across 
the community, the DNI is relatively weak and must 
be given the power to actually control the IC, includ-
ing the CIA. At the same time, the bureaucratic lay-
ers between analysts and their customers need to be 
reduced to allow more analytical freedom and diver-
sity, and to prevent the massaging of information 
to fit a preferred narrative or achieve consensus by 
going to the lowest common denominator in making 
hard judgment calls.

 n to empower the DNI, the equivalent of combat-
ant commands that would be under the DNI’s 
direct control and supervision should be cre-
ated. the basis for these “commands” would 
be the National Intelligence Council (NIC) and 
its members and National Intelligence Officers 
(NIO), both of which are already directly tied 
to the DNI. under this proposal, NIOs would be 

“super-empowered” to oversee both collection 
and analysis on their issues across the IC. to 
ensure proper coordination and control of these 
matters, NIOs would meet regularly as the NIC, 
with the DNI as chair.

 n since there will be a new office in each agency 
tasked with strategic thinking and planning, the 
NIC will also need an office organically embedded 
within it that oversees foresight, strategic warn-
ing, and strategic thinking and planning through-
out the IC. given the NIC’s collection and analysis 
oversight function as well as its need for this new 
office, the council will require a sizeable staff asso-
ciated with it, drawn from the very best analysts 
and collectors across the IC. the de facto mission 
managers of today who evaluate and advocate 
resource allocations to specific country or trans-
national portfolios would move under the NIC.

 n the heads of the various agencies would then 
become more like the Joint Chiefs of staff (JCs) 
than their current capacity, charged with man-
power, building the futures of their agencies, 
research, and training and education for their 
workforces. they would also meet regularly with 
the DNI, who in this capacity would be acting 
somewhat like the Chairman of the JCs. Poten-
tial modifications to the Intelligence and ter-
rorism Prevention Act would need to be made to 
clarify the reporting relationship to the DNI.

 n to ensure that the new NIOs would have good 
supervision of their regions and issues, there 
should be an IC-wide reorganization that struc-
tures the highest-level offices uniformly across 
the community. there would necessarily be 
some offices and bureaus that would exist in cer-
tain agencies and not in others, but the top-level 
organization of all the analytical pieces of the IC 
would match each other, as would the top-level 
organization of the collection parts.

 n Finally, to ensure proper political oversight of 
this entire new structure, the NIC chairman 
would need to follow the same appointment pro-
cess as other senate-confirmed positions. In this 
case, the NIC chairman would be selected by the 
DNI, nominated by the President, and confirmed 
by the senate.

Fixing Management Problems. the creation of 
this new structure for the IC makes flattening the 

22. For a good discussion on the need for more learning within the IC, see Treverton, Intelligence for An Age of Terror, pp. 136, et seq.
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current unwieldy bureaucracy all the more urgent. 
Yet there seems to be a serious dilemma for any 
attempt to rid the IC of its layers of management: 
No outside group of experts would be able to quick-
ly grasp the complex system of administration of 
the IC and understand how best to reorganize the 
entire community for its many missions—while 
any group of insiders might be both too close to the 
problem for objectivity, and too timid in propos-
ing changes.

 n Bring in a world-class consulting firm and pay it to 
determine the best way to flatten the IC bureau-
cracy to ensure the most effective and efficient 
ratio of management to analysts and collectors. It 
would be like reinventing the wheel for any group 
of IC experts to attempt to take the place of an 
experienced firm that brings with it decades of 
experience in advising businesses how to reor-
ganize themselves. A consulting firm would also 
be more objective and ruthless than any group 
drawn from within the IC. the firm’s propos-
als should be implemented in toto to streamline 
administration and management.

Unifying the Community. While reorganization 
of the IC leadership can ensure good cooperation 
and coordination at the very highest levels of the 
community, it will not break down the walls that 
exist among the all-source analysis agencies (such 
as the CIA, DIA, or the Bureau of Intelligence and 
Research). Exposure to the culture and viewpoints 
of other agencies will also help to foster a broader 
range of views and undermine groupthink around 
the IC.

 n Cooperation with other all-source agencies 
should be encouraged and groupthink or cultural 
norms undermined by making certain that the 
very best analysts take part in Joint Duty Assign-
ments. In addition, serving on the NIC staff at 
regular intervals, for at least six months at a time, 
should be a prerequisite for promotion to the sEs 
level throughout the IC. By working side by side 
with peers from the various agencies, young ana-
lysts would come to understand the viewpoints 
of other institutions, see the biases that exist in 
their own agencies, and learn new ways of doing 
their profession.

Fixing Analysis.
Encouraging Diversity of Views. given the dangers 

of groupthink suggested by the investigation at Cen-
tral Command, as well as the failures to foresee the 
Arab spring, the resurgence of al-Qaeda, and other 
national security challenges, much more needs to 
be done to encourage diversity of views and analyti-
cal conclusions. One traditional answer would be to 
establish red teams, and these should indeed be an 
integral part of the intelligence community’s ana-
lytical and product writing processes. Yet red teams 
alone will not provide well-sourced, reliable, and 
widely disseminated new ways of understanding 
ongoing challenges. Established views will always 
be seen as the norm, while the concepts proposed by 
red teams will be understood as exceptional, mar-
ginal, and therefore perhaps ignored in writing NIEs 
or other major products.

 n In order to empower and disseminate alterna-
tive views more widely, red teams should gener-
ate counter-narratives and opposing analytical 
frameworks to feed into team A and team B 
exercises. this structure, used in 1976 to chal-
lenge received notions about soviet doctrine and 
objectives, leveled the ground between a new 
analytical concept and the established views, and 
allowed a more objective testing of received wis-
dom. the participation of analysts from multiple 
agencies, as well as outside experts, would also 
allow fresh thinking on stubborn strategic chal-
lenges, as well as those that seem well-under-
stood and manageable. these sorts of exercises 
should be uniformly applied when writing any 
major product, such as an NIE, but that they also 
should be encouraged as part of writing other, 
widely distributed products.

 n these exercises will not, in themselves, guarantee 
that all sound and relevant viewpoints are cap-
tured and presented to the President and other 
customers. In addition to team A/team B exercis-
es, the community should produce multiple major 
products, such as NIEs, when necessary. When 
there are serious disagreements among either rel-
evant offices or even entire agencies, the dissent-
ing entity, rather than being relegated to a footnote, 
will be encouraged to produce a competing prod-
uct—that is, a dissenting NIE—for customers. the 
dissenting NIE would be distributed with the con-
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sensus NIE and to the same consumers. this will 
be true as well for the President’s Daily Briefing 
(PDB), which should include a text box expressing 
significant dissenting views when present.

 n A culture of dissent should be encouraged even at 
the lowest analytical levels by rewarding helpful 
alternative views. Proposing a novel and sound 
concept, framework, or view that differs signifi-
cantly from that of one’s peers, and that shows itself 
to be correct, should result in a step promotion, for 
instance. It might even be institutionalized across 
the IC by the DNI that one must have proposed a 
number of dissenting views—that proved correct—
before one can be promoted. Managers should 
be trained to encourage young analysts to take 
chances and to reward disagreeing (respectful-
ly and with sound analysis) with their peers, and 
the managers themselves should also be granted 
rewards and promotions when their charges pro-
pose sound alternative views.

 n to further aid dissenting views, access to all rele-
vant information or intelligence should be granted 
to every analyst working on a particular assess-
ment. today, the views expressed by all sides suf-
fer from insufficient access to the most sensitive 
information that might in turn alter either the 
mainstream judgments or the dissent. (Note: 
the removal of several layers of bureaucracy, dis-
cussed above, should also allow a freer flow of 
information from the analysts and experts to the 
President and his principals. With fewer managers 
editing the analysis, the information to the cus-
tomers should be less massaged, subject to group-
think, or politicized.)

 n to help encourage real expertise, incentives should 
be established to encourage the hiring of PhDs and 
the granting of leaves of absence so that well-qual-
ified junior analysts can work on doctorates and 
become experts on issues of concern. the threats 
the u.s. is facing will not disappear overnight. It 
is now that the u.s. must create the experts who 
will provide the necessary insight to deal with 
these issues over the long term. On a practical 
level, Joint Duty Assignments could be expanded 
to include these sorts of opportunities at academ-
ic institutions, as well as immersive experience at 
think tanks or high-tech firms in silicon Valley.

 n to maintain morale and to keep the majority of 
the workforce as generalists, no one should be 
prevented from moving to another subject area, 
but those who choose to stay in one subject area 
their entire careers should be rewarded with fast-
er promotions (as their work indicates, of course). 
For promotion to the senior Executive service  
level, the DNI should consider making a PhD—in 
a relevant field—obligatory, or at least rewarded.

Ending the Open Source–Classified Divide. Clas-
sified information must remain the centerpiece for 
intelligence analysis, not only because it is the sole 
provenance of the IC, but also because it is often 
unequaled in value and, if correctly interpreted, can 
give a view of the enemy that is closer to reality than 
open-source information alone. At the same time, 
given the difficult problem set and the new complex 
security environment that the u.s. is facing, the 
IC can no longer neglect open-source materials as 
it has lately been wont to do. Instead, the IC needs 
to return to the earlier way when publicly available 
sources were exploited in the decades-long fight with 
the soviet union—as an additional resource that can 
be combined with classified information to present a 
more complete picture of these problem sets.

 n the Open source Center (OsC) should be signifi-
cantly expanded to become an IC center of excel-
lence, rather than its current incarnation as a 
largely CIA entity. the OsC needs a broadened 
mandate to provide open source tools and prod-
ucts. Combining open source materials with clas-
sified sources should become a routine part of writ-
ing every product throughout the IC. there should 
be continuous training of analysts to demonstrate 
the value of open sources and the OsC in particu-
lar and analysts should be asked to justify their 
neglect of open source materials if this occurs.

Instilling Strategic Thinking. Finally, there is the 
issue of too little strategic and long-term analysis 
by the IC. While it is true that this can be customer-
driven, and that current intelligence must remain the 
primary focus of analysts, a neglect of longer-term 
thinking and writing will force the IC to remain reac-
tive rather than proactive when dealing with the many 
challenges ahead. Because tactical analysis and stra-
tegic thinking are two completely different sorts of 
mental activities, which generally require two differ-
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ent sorts of analysts, it is necessary to create a separate 
structure within each agency—as well as one within 
the NIC—to adequately cover this gap within the IC.

 n Create an office for long-range forecasting and 
strategic thinking and planning within each of 
the 16 agencies, perhaps called the Office of stra-
tegic Analysis (OsA). Each OsA would be charged 
with considering non-current issues as broadly as 
possible to understand the entire complex stra-
tegic environment confronting the u.s. An OsA 
would also look at issues over the longer term, 
up to 10 years in the future, and consider broad 
trends affecting the national security sphere as 
a whole. to prevent these OsAs from being mar-
ginalized and excluded from giving input into the 
main documents produced by the IC, these ana-
lysts should be required to participate in the NIE, 
PDB, and other regular analytical product pro-
cesses. they should also meet regularly with the 
equivalent office within the NIC to brainstorm, 
exchange views, and to work on the main analyti-
cal products written by each of the offices.

 n the OsAs will be charged with producing a series of 
strategic documents, looking, for instance, one year, 
two years, and five years ahead, taking into consid-
eration the national security landscape as a whole, 
not just narrow issues or current topics. these doc-
uments should build on each other and should be 
produced every year, with “lessons learned” taken 
from previous years’ products to improve and sharp-
en strategic thinking. the documents will then feed 
into an equivalent series of NIC documents that will 
attempt to take the soundest strategic analysis from 
the individual agencies and synthesize them into a 
high-level strategic analysis for the IC as a whole.

 n While the current national security situation 
lasts, the OsAs should also be charged with pro-
ducing, every six months, net assessments of the 
enemies the u.s. is facing and a comprehensive 
review of the current global position of the unit-
ed states. these documents can then be used by 
operators, the Armed Forces, and others to feed 
into their strategic planning processes.

 n Because there are equivalent offices within other 
departments around the interagency, the IC 
OsAs—either through the NIC OsA or through 

individual agency offices—should participate 
in National security Council staff meetings on 
strategic planning and long-range forecasting 
with high-level members of these other enti-
ties, helping to create cross-fertilization of ideas, 
and perhaps even common documents, across 
the interagency.

Allowing Failure While Encouraging Learning. 
Despite the very best efforts to encourage diversity of 
opinions, to create the capacity for strategic analysis, 
and to allow analysts to speak as clearly as possible to 
policy leaders, there will always be intelligence fail-
ures and mistakes. the important point is to make 
learning from experience, whether good or bad, an 
integral part of the training process throughout the 
IC. While not guaranteed to fix poor analysis, it will 
help to prevent repeated misdiagnoses, wrong ana-
lytical frameworks, and poor predictions, and also to 
foster adaptability. In addition, much more remains 
to be done to encourage agencies to admit errors and 
fix them, while providing some cover when Congress 
or policymakers attempt to blame the IC for errors 
that are the result of mistaken policies.

 n All managers, analysts, collectors, and operators 
should routinely write after-action reports (AAR). 
For operators and collectors, this should be done 
whether there is success or failure, while manag-
ers and analysts should only write them in cases 
of failure. the AARs on successes would be imme-
diately placed in the new center described below, 
while those on failures would go through a length-
ier process. First, these particular AARs would 
not be written jointly or as part of a group; every-
one who participated in the failed project would 
write a separate, anonymous AAR that would not 
be shared with anyone else until the process dis-
cussed below. the individual AAR would describe 
precisely what occurred (the facts of the case), 
the analysis and analytical framework that were 
applied to the case, and what—in the opinion of 
the intelligence professional—caused the failure. 
these anonymous AARs would provide the basis 
for a special gathering of NIC staffers, outside 
experts, and internal managers and analysts to 
determine what went wrong, and the actions that 
need to be taken to prevent its reoccurrence. their 
recommendations would be presented to the DNI 
as a memorandum for further action by the ODNI.
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 n to institutionalize this process for further learn-
ing and training, all AARs and memos, along with 
the actions taken to prevent reoccurrence, would 
be gathered in a Center for Lessons Learned 
housed at the NIC. sessions at the center should 
be an integral part of the ongoing training process 
of analysts throughout their careers. In addition, 
analysts and managers who were participants in 
any failure would be asked to work with the DNI 
to implement the lessons learned in their case and 
to take further retraining, if the DNI believes it 
is warranted. Despite this lengthy learning pro-
cess, the IC needs to encourage well-grounded 
risk-taking within both the analytical and opera-
tional sides of the IC. unless malicious or negli-
gent actions led to the error, no penalty should be 
assigned to the managers, analysts, or operators.

 n to help protect the analytical branch in partic-
ular from political blame for errors, the IC as a 
whole should move to more specific percentage-
based assessments rather than amorphous labels, 
such as “likely” or “unlikely.” A 50 percent assess-
ment, for instance, would mean that both courses 
have exactly the same chance of occurring. Ana-
lysts will be encouraged to be honest and put the 
percentage as high as possible, with rewards for 
those who rate actions at 70 percent or above and 
are correct; but only certainties like “the sun ris-
ing in the East” would warrant a 90 percent rat-
ing. such a rating approach would help to push the 
dilemmas of decision-making back on the policy 
leadership rather than intelligence analysts. Bar-
ring serious errors in judgment by the IC manag-
ers, analysts, or collectors themselves, the Presi-
dent and his principals should be the ones taking 
the risks and the ones who are blamed when their 
decisions do not work out as they had hoped.

A Final Word
the recommendations presented here could 

make the intelligence community into a very dif-
ferent enterprise—more unified and with a clear-
er chain of command, leaner bureaucracy, better 
analysis, and a concept for strategic analysis that 
preserves the necessity for current intelligence. But 
the most important change would be to help the new 
IC become a more adaptable, learning organization. 
these proposals are not the final reforms that are 
necessary for the intelligence community. History 
shows that there will be unforeseeable events and 
processes that will require flexibility and changes 
to structure, analysis, and the culture of the IC. If 
these proposed reforms accomplished only one 
thing—to make the IC an institution that welcomes 
change rather than rejects it for fear of punishment, 
and that can evolve with the complex national secu-
rity environment—they would have succeeded.

—Mary Habeck is a Visiting Scholar at the 
American Enterprise Institute. Charles D. Stimson 
is Manager of the National Security Law Program 
and Senior Legal Fellow in the Center for National 
Defense, of the Kathryn and Shelby Cullom Davis 
Institute for National Security and Foreign Policy, at 
The Heritage Foundation.


